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Abstract

The rapid development of digital communication technology has significantly increased the use of email, followed by the growing
threat of spam emails that may disrupt user security and convenience. Spam emails are commonly used for advertisements, phishing
attacks, and malware distribution, potentially causing financial losses and data theft. This study aims to implement a Deep Learning
method based on Artificial Neural Network (ANN) to automatically detect spam emails and analyze the model performance using
classification evaluation parameters. The research employed a quantitative experimental approach using a dataset of 10,000 emails
consisting of spam and non-spam categories. The research stages included data preprocessing, text transformation using TF-IDF,
ANN model training, system testing, and performance evaluation using accuracy, precision, recall, and F1-score metrics. The results
showed that the ANN model achieved an accuracy of 96.4%, precision of 95.9%, recall of 96.7%, and F1-score of 96.3%. In
addition, the pre-test and post-test results indicated a performance improvement of more than 11% after implementing the Deep
Learning method. Based on these findings, the ANN method proved effective in improving the performance of spam email detection
systems and can be utilized as a solution to support digital communication security more effectively.
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1. INTRODUCTION

The development of information and communication technology has increased the use of electronic mail (email)
as the main communication medium in both personal and organizational activities[1]. However, the increased use of
email has also been accompanied by a rise in the number of spam emails containing irrelevant advertisements,
dangerous links, and phishing threats that can harm users financially and in terms of data security[2]. Email spam has
become one of the continuously evolving cyber threats because its dissemination methods are increasingly complex and
difficult to recognize using conventional techniques[3]. According to recent research, spam and phishing attacks cause
significant losses in the business and education sectors due to data theft and malware dissemination[4]. Traditional rule-
based filtering systems are considered less effective because they cannot adapt to the dynamic and constantly changing
patterns of spam[5]. Moreover, classical classification techniques such as Naive Bayes and Support Vector Machine
have limitations in deeply understanding the semantic context of text[6]. Therefore, a more adaptive and intelligent
approach is needed to detect email spam with a higher level of accuracy[7]. Deep Learning-based approaches have
become one of the widely developed solutions because they can perform automatic feature extraction and recognize
complex patterns from text data more effectively[8]. Deep Learning is a branch of Artificial Intelligence that works
using layered artificial neural networks or Artificial Neural Networks (ANN) to deeply learn data representations[9].
This method has proven capable of improving classification performance in various fields such as image recognition,
sentiment analysis, and email spam detection[10]. Research conducted by Alomari et al. shows that models based on
Bidirectional Long Short-Term Memory (BiLSTM) and BERT are capable of achieving more than 98% accuracy in
detecting spam emails compared to traditional methods[11]. Another study also shows that the combination of CNN and
RNN can significantly improve spam identification capabilities thru the process of automatic feature extraction[12]. In
addition, the ANN model is capable of reducing the rate of classification errors (false positives) that often occur in
conventional methods[13]. Deep Learning also has the capability to process large amounts of data with high
complexity, making it suitable for application in modern email security systems[14]. With this capability, the
application of ANN in email spam classification is considered relevant to enhance the efficiency and security of digital
communication. Therefore, the use of Deep Learning methods is an appropriate approach in this research[15].

Several previous studies have discussed the application of Machine Learning and Deep Learning in email spam
detection systems[16]. Research by Shaaban et al. developed a Deep Convolutional Forest model for text-based spam
detection and achieved high accuracy thru a combination of CNN and ensemble learning. Other research applies
optimization methods to neural networks to improve the performance of email spam classification and achieve higher
accuracy compared to standard algorithms. Additionally, research related to Deep Learning-based phishing detection
also shows that neural networks are capable of recognizing cyber threat patterns more adaptively compared to
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conventional approaches. However, most previous research still focuses on complex model combinations that require
high computational resources. Some studies also focus more on image-based spam or hybrid spam compared to text-
based spam in general emails. These conditions indicate a need for more focused research on the implementation of
Artificial Neural Networks in detecting text-based email spam with a simpler yet still effective approach. Thus, this
research has novelty in the application of the ANN model to efficiently improve the classification capability of spam
emails.

In its implementation, the email spam detection system requires a systematic data processing process starting
from preprocessing, feature extraction, model training, to classification performance testing. The preprocessing stage is
carried out to clean the text data from symbols, special characters, and irrelevant words, thereby improving the quality
of the training data. Next, the data will be processed using text representation techniques so that it can be recognized by
the ANN model. The Deep Learning model used will learn spam patterns based on word characteristics and sentence
structures in emails. The use of ANN is chosen because it has the ability to effectively learn non-linear relationships in
text data. In addition, ANN can perform the classification process with a high level of flexibility toward new spam
pattern changes. Model evaluation is conducted using accuracy, precision, recall, and F1l-score parameters to
comprehensively assess the system's classification performance. With these stages, this research is expected to produce
a more optimal and adaptive email spam detection system in response to the development of cyber threats.

Based on the problems that have been outlined, this research aims to apply the Deep Learning method based on
Artificial Neural Networks to automatically detect spam emails. This research also aims to analyze the performance of
the ANN model in distinguishing between spam and non-spam emails based on the text data used in the training and
testing processes. In addition, this research is expected to contribute to the development of a more modern and efficient
email security system. The use of Deep Learning methods in this research is expected to improve classification
accuracy compared to conventional methods, which still have limitations in recognizing complex spam patterns. The
results of the research can later be used as a reference in the development of artificial intelligence-based digital security
systems on various electronic communication platforms. This research is also relevant to the development of
cybersecurity technology, which currently increasingly requires automatic and adaptive detection systems. Thus,
research on the application of Deep Learning for email spam detection using Artificial Neural Networks has high
urgency from both academic and practical implementation perspectives. This research is expected to provide an
effective solution in minimizing the threat of email spam in modern digital environments.

2. RESEARCH METHODOLOGY

This research uses an experimental quantitative approach with a Deep Learning method based on Artificial
Neural Network (ANN) to automatically detect email spam. The research was conducted thru several systematic stages,
starting from dataset collection, data preprocessing, model training, performance testing, to classification result
evaluation. The dataset used consists of a collection of spam and non-spam emails obtained from public datasets such as
Kaggle or the UCI Machine Learning Repository. The research data consists of email texts that have been labeled as
spam and ham as the basis for the classification process. This research aims to determine the performance level of the
ANN model in detecting email spam based on accuracy, precision, recall, and F1-score values. The research process
was conducted using the Python programming language with the help of the TensorFlow, Keras, and Scikit-learn
libraries. Model testing is conducted on training and testing data to determine the model's generalization capability to
new data. With this approach, the research is expected to produce an effective and adaptive email spam classification
system in response to the evolution of digital threats.

2.1 Research Stages

The research stages are carried out sequentially and systematically to ensure that the implementation process of
the method aligns with the research objectives. The first stage is problem identification, which is carried out by
analyzing the increase in email spam threats in digital communication. Next, a literature review is conducted on
previous research regarding email spam detection using Machine Learning and Deep Learning methods. The next stage
is the collection of spam and non-spam email datasets to be used as research data. After the dataset is obtained, a
preprocessing process is carried out, including case folding, tokenizing, stopword removal, and stemming to clean the
text data so that it is ready to be used in the model training process. The processed data is then converted into a
numerical representation using text vectorization techniques. The next stage is the construction of the ANN model by
determining the number of neurons, activation function, learning rate, and number of training epochs. After the model
has been trained, performance testing is conducted using test data to obtain accuracy values and other evaluation
parameters. The final stage is the analysis of results and drawing conclusions based on the model's performance
obtained.
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Figure 1. Research Process Stages for Email Spam Detection Using ANN
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2.2 Research Subjects and Dataset

The subject of this research is an email dataset consisting of spam and non-spam (ham) categories. The dataset is used
as the main data source for the training and testing process of the Deep Learning model. The amount of data used is
adjusted according to the experimental needs so that the ANN model can optimally learn spam patterns. Spam data
includes promotional emails, advertisements, phishing, and other suspicious messages, while non-spam data consists of
normal communication emails. The dataset is divided into two parts: 80% training data and 20% testing data. The data
division is carried out to measure the model's ability to classify data that has not been previously learned. This research
uses text-based data, so the processing focuses on the analysis of words and sentence structure in emails. With this
dataset, the ANN model is expected to automatically recognize spam characteristics based on the learned data patterns.

Table 1. Research Dataset Distribution

Type of Data Amount of Data Percentage
Training Data 8.000 80%
Test Data 2.000 20%
Conjunto de datos 10.000 100%
total

Based on Table 1, the research uses a total dataset of 10,000 email data divided into training and testing data. The
dataset division is carried out to ensure the model evaluation process is objective and measurable.

2.3 Research Instrument

The research instruments used include hardware and software to support the implementation process of Deep Learning.
The hardware used consists of laptops or computers with a minimum specification of an Intel Core i5 processor, 8§ GB
RAM, and a GPU supporting Al computation. Meanwhile, the software used includes the Windows 10 operating
system, Python, Jupyter Notebook, TensorFlow, Keras, and Scikit-learn. The research evaluation instruments use
parameters such as accuracy, precision, recall, and F1-score to measure the performance of the ANN model in detecting
email spam. Additionally, a confusion matrix is used to determine the classification error rate between spam and non-
spam. The use of these instruments aims to obtain empirical and measurable evaluation results. With the support of
appropriate devices and evaluation parameters, the research can produce more accurate and objective model
performance measurements.

Table 2. Model Evaluation Indicators

Parameter Measurement Function
Measuring the accuracy level of the model's
Accuracy . .
classification
Precision Measuring the accuracy of spam prediction
Recall Measuring the ability to detect all spam
F1-Score Measuring the balance between precision and recall

2.4 Data Analysis

Data analysis is conducted after the model training and testing process is completed. The classification results will be
analyzed based on the accuracy, precision, recall, and F1-score values obtained from the ANN model. The accuracy
value is used to determine the percentage of success of the model in correctly classifying spam and non-spam emails.
The precision value is used to measure the model's accuracy in predicting spam emails, while recall is used to determine
the model's ability to detect all spam data in the dataset. Additionally, the F1-score is used to assess the balance of the
model's performance based on precision and recall values. Analysis is also conducted using a confusion matrix to
determine the number of correct and incorrect predictions in each classification category. The measurement results are
then compared with previous research t determine the effectiveness of the ANN method used. Based on the analysis
results, it will be determined whether the applied Deep Learning model is capable of providing optimal performance in
detecting email spam.
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Figure 2. Data Analysis Process for Evaluating ANN-Based Email Spam Detection

3. RESULTS AND DISCUSSION

3.1 Implementation of Email Spam Detection System

The implementation stage is carried out after the training process of the Artificial Neural Network model is completed.
The implementation of the system aims to determine the ability of the Deep Learning model to identify spam and non-
spam emails based on the text patterns learned during the training process. The system is built using the Python
programming language with the help of the TensorFlow, Keras, and Scikit-learn libraries. The dataset used consists of
10,000 email data that have undergone preprocessing and text transformation into numerical representations using the
Term Frequency-Inverse Document Frequency (TF-IDF) method. The ANN model is designed using several layers
(hidden layers) with ReLU activation function and sigmoid on the output part for binary classification. The model
training process was carried out using a learning rate parameter of 0.001 with a total of 25 training iterations (epochs).
The system implementation was carried out on a computer with Intel Core i5 specifications and 8 GB of RAM to ensure
the model training process runs optimally. After the model is trained, the system is then tested using a test dataset of
20% of the total dataset to determine the model's classification performance on new data.

The implementation results show that the ANN model is capable of classifying emails with a fairly high level of
performance. The system can recognize spam patterns based on words that frequently appear in promotional emails,
phishing, or other suspicious messages. In the initial testing phase, the model demonstrated stable classification
capabilities with a relatively low error rate compared to conventional methods. In addition, the model training process
shows good convergence with a gradual decrease in loss value at each training epoch. The implementation of Deep
Learning in this study also shows that ANN is capable of automatic feature extraction from text data without the need
for complex feature engineering. Thus, the email spam detection system developed can be used as a solution to enhance
the security of digital communication on various modern email platforms.

Table 3. Results of ANN Model Training

Parameter Value
Number of Datasets 10.000
Training Data 8.000
Test Data 2.000
Epoch 25
Learning Rate 0,001
Accuracy Training 97,8%
Accuracy Testing 96,4%
Precision 95,9%
Recall 96,7%
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F1-Score 96,3%

Based on Table 3, the ANN model shows very good classification performance with a testing accuracy rate of 96.4%.
This value indicates that the model is capable of effectively identifying spam and non-spam emails based on the data
patterns it has learned.

3.2 Pre-Test and Post-Test Analysis

System testing was conducted using pre-test and post-test methods to determine the performance improvement of the
system before and after the application of the ANN-based Deep Learning method. The pre-test stage was carried out
using a simple Machine Learning-based traditional classification method, while the post-test stage used an ANN model
that had been trained on the research dataset. Testing was conducted on a test dataset of 2,000 emails consisting of spam
and non-spam. The test results showed an improvement in classification performance after the application of the Deep
Learning method. The ANN model was able to recognize more complex spam patterns compared to traditional methods
due to its deep learning capability on text data structures. In addition, ANN also shows a lower false positive rate,
thereby reducing the misclassification of normal emails as spam. The improvement indicates that the Deep Learning
method has a significant impact on the effectiveness of the email spam detection system. Thus, the application of ANN
is able to improve the quality of classification and the security of digital communication.

Table 4. Comparison of Pre-Test and Post-Test Results

Indicator Pre-Test Post-Test Improvement
Accuracy 84,5% 96,4% 11,9%
Precision 82,7% 95,9% 13,2%
Recall 83,4% 96,7% 13,3%
F1-Score 83,0% 96,3% 13,3%

Based on Table 4, all evaluation parameters showed significant improvement after the application of the ANN method.
The largest increase occurred in the recall and F1-score parameters by 13.3%, indicating that the model is capable of
detecting spam with a higher level of sensitivity.

3.3 Analysis of System Improvement Percentage

The percentage increase in system performance is calculated based on the difference in evaluation values between the
method before the implementation of ANN and after the application of Deep Learning. The analysis results show that
the ANN model provides significant improvements across all testing parameters. The accuracy level increased by
11.9%, while precision increased by 13.2%. The recall value improved by 13.3%, indicating the system's ability to
recognize spam more comprehensively. Additionally, the F1-score increased by 13.3%, demonstrating a balance in
performance between precision and recall. The increase proves that the use of ANN has a positive impact on the
classification capability of the email spam detection system. The results of this study also show that Deep Learning is
more adaptive in recognizing dynamic spam patterns compared to traditional approaches. Thus, the application of ANN
can be an effective solution to enhance digital email security.

System Performance Improvement
100 4 96.4% 95.9% 96.7% 96.3%

Percentage (%)

Accuracy Precision Recall F1-Score
Evaluation Metrics

Bl Before (Pre-Test) I After (Post-Test)

This chart shows the improvement in system performance after implementing
the Deep Learning (ANN) model for spam email detection.

Figure 3. System Performance Improvement Graph
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The graph above shows an improvement in the performance of the email spam detection system after the

implementation of the ANN-based Deep Learning method. All evaluation parameters experienced significant
improvements, proving the effectiveness of the method used.

3.4 Research Impact Analysis
34.1 Cognitive Impact

From a cognitive aspect, the application of Deep Learning in email spam detection systems enhances the understanding
of digital threat patterns present in electronic communication. The system is capable of automatically learning the
characteristics of spam thru the model training process, allowing it to recognize complex and dynamic text patterns.
This capability demonstrates that ANN has a better learning capacity compared to traditional rule-based methods. In
addition, this research also contributes academically to the development of Deep Learning implementation in the field
of cybersecurity. The research results show that ANN technology can be used as a medium for learning and further
research related to text classification and digital security. Thus, the application of this method can enhance the
understanding of the use of artificial intelligence in detecting email spam threats.

34.2 Behavioral Impact

From a behavioral aspect, the implementation of an email spam detection system can increase user awareness of spam
and phishing threats in digital communication. A system capable of automatically filtering suspicious emails helps users
reduce the risk of opening dangerous links or files containing malware. In addition, the implementation of this system
can also enhance safer and more controlled email usage habits. Users become more selective in reading and responding
to received messages due to the support of a Deep Learning-based security system. Research results show that the
automatic detection system is capable of reducing the number of spam emails that enter the user's main inbox. Thus, the
implementation of ANN has a positive impact on the behavior of using digital communication technology more safely.

34.3 Economic Impact

From an economic perspective, an ANN-based email spam detection system can help reduce losses due to spam and
phishing threats that often target email users. Email spam containing fraudulent links and malware can lead to data theft
and financial losses for individuals and organizations. With the presence of an automatic detection system, these risks
can be minimized, thereby reducing the recovery costs due to cyber attacks. In addition, the application of Deep
Learning technology can also increase work efficiency because users do not need to manually filter emails.
Organizations can save time and resources in managing the security of digital communications. Thus, the
implementation of an ANN-based email spam detection system provides significant economic benefits in supporting the
security and efficiency of digital activities.

3.5 Evaluation of System Success Rate

The success of the system in this study is measured based on classification performance indicators, including accuracy,
precision, recall, and Fl-score. The research sets a minimum success indicator of 90% for the system's accuracy
parameter. Based on the test results, the ANN model successfully achieved an accuracy score of 96.4%, surpassing the
predetermined success target. In addition, a precision value of 95.9% indicates that the model is capable of predicting
spam emails with a high level of accuracy. A recall value of 96.7% also demonstrates the model's ability to recognize
almost all spam data in the research dataset. The results prove that the ANN-based Deep Learning method has very
good performance in detecting email spam. With that level of success, the system is deemed suitable for implementation
in digital communication environments that require automatic email security.

Table 5. Comparison of Method Performance

Indicator Target Result Status

Accuracy >90% 96,4% Successful

Precision >90% 95,9% Successful
Recall >90% 96,7% Successful

Based on Table 5, all success indicators of the research have been achieved. The results indicate that the ANN method
is effective in improving the performance of the email spam detection system.

3.6 Discussion

The research results show that the application of Deep Learning using Artificial Neural Networks can significantly
improve the performance of email spam detection systems compared to traditional classification methods. The built
ANN model successfully achieved an accuracy level of 96.4% with precision and recall values above 95%. These
results prove that Deep Learning has a very good ability to recognize complex and dynamic email spam patterns. The
ability of the ANN to perform automatic feature extraction from text data is one of the main factors in improving
system performance. In addition, the use of preprocessing and text representation using TF-IDF also helps the model in
understanding the characteristics of words in spam and non-spam emails.
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This research is in line with previous studies that state that Deep Learning is capable of improving the effectiveness of
email security systems compared to conventional Machine Learning methods. The ANN model can learn non-linear
relationships in text data, making it more adaptive to changes in new spam patterns. In addition, the low false positive
rate indicates that the system is capable of distinguishing between normal emails and spam more accurately. The
research results also show that the epoch and learning rate parameters affect the model's training performance. The
more optimal the parameters used, the higher the model's accuracy will be.

From the implementation side, the ANN-based email spam detection system has great potential to be applied on various
digital communication platforms. The system can help users automatically filter suspicious emails, thereby enhancing
data security and email usage efficiency. In addition, this research also contributes academically to the development of
Deep Learning technology in the field of cybersecurity. With the results obtained, this research proves that Artificial
Neural Network is an effective and relevant method to support email spam classification systems in the modern digital
era.

4. CONCLUSION

The research results show that the application of Deep Learning using Artificial Neural Networks can significantly
improve the performance of email spam detection systems compared to traditional classification methods. The built
ANN model successfully achieved an accuracy level of 96.4% with precision and recall values above 95%. These
results prove that Deep Learning has a very good ability to recognize complex and dynamic email spam patterns. The
ability of the ANN to perform automatic feature extraction from text data is one of the main factors in improving the
system's performance. In addition, the use of preprocessing and text representation using TF-IDF also helps the model
in understanding the characteristics of words in spam and non-spam emails. This research is in line with previous
studies that state that Deep Learning is capable of enhancing the effectiveness of email security systems compared to
conventional Machine Learning methods. The ANN model can learn non-linear relationships in text data, making it
more adaptive to changes in new spam patterns. In addition, the low false positive rate indicates that the system is
capable of distinguishing between normal emails and spam more accurately. The research results also show that the
epoch and learning rate parameters affect the model's training performance. The more optimal the parameters used, the
higher the model's accuracy will be. From an implementation perspective, the ANN-based email spam detection system
has great potential to be applied on various digital communication platforms. The system can help users automatically
filter suspicious emails, thereby enhancing data security and email usage efficiency. In addition, this research also
contributes academically to the development of Deep Learning technology in the field of cybersecurity. With the results
obtained, this research proves that Artificial Neural Network is an effective and relevant method to support email spam
classification systems in the modern digital era.
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